DATASHEET

Cloud-native
data protection
as a service

Cove Data Protection (Cove) is a cloud-native
data protection as-a-service (DPaaS) solution
that ensures SMBs and mid-market IT teams
create data resilience through a

security-first architecture.

N-ABLE Cove
Data Protection
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Cloud backups protect your data better Secure by design

Immutable backups: Always-on and enabled by default,
these backups cannot be altered or deleted once created

Rapid backups: Our TrueDelta technology enables
faster, more efficient backups that are up to
60x smaller than alternative, image-based tools

Worldwide cloud storage: 30 ISO-certified data
centers across 17 countries ensures geo-locked
storage, helping you stay compliant with local
regulations (NIST, ISO 27001, SOC1, SOC2, HIPAA, PCI)

Efficient and intuitive

Unified, multi-tenant dashboard: Protect
servers, workstations, and Microsoft 365 data
across all locations from a single dashboard

SaaS application: No need to patch or maintain a local
application server. And with our seamless interface,
you can have your first backups running in minutes.

Robust alerting and reporting: Real-time notifications
and detailed executive summary reports keep
you up-to-date and in-the-know

Reduce the attack surface: Isolated and encrypted
direct-to-cloud backups protect from cyberattacks
on your local network

Security-first design: Mandatory MFA, role-based access,
and user action logs enforce a zero-trust environment and
help you comply with local regulations and cyber-insurers

Anomaly detection: Built directly into the solution and
delivered as a service—for before and during a cyberattack

Smarter disaster recovery

Recovery flexibility: File and folder, full system-state,
bare-metal, dissimilar hardware or virtual disaster
recovery allows you to recover the way you need

Standby image: Create standby images for
near instant disaster recovery either locally on
your own hardware or in Microsoft Azure

Recovery testing: Automate recovery testing
validates the recoverability of all backups, complete
with Al/ML powered boot verification

Cove Data Protection for Microsoft 365 includes Exchange™, OneDrive, SharePoint, and Teams data. Fair use policy includes up to 1TB of Microsoft 365 data per unique user.
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Cloud-native architecture powered by TrueDelta technology

Provide yourself with smarter backups. Our enhanced “FilesNotToBackup” registry key ignores temporary
or transient data, browser caches, and similar items.

Process backup jobs efficiently with Cove’s unique architecture. Only sub-block-level data that has actually
changed is processed. No need for the inefficiencies of full disk scanning and false positive changes introduced
by defrag and file moves.

Transfer less data. With a dramatically lower change rate than image backup tools, Cove’s incremental backups
move up to 60x less data.

Backup Recovery
Local = Hyper-V
Devices [:] * N = Server
Cloud-
hosted = —t . ==
Servers - . ! . °
' SaaS Simplicity .
Microsoft Multi-tenant web based console
365Data [ O3 Aaure
Fully managed,isolated,
immutable cloud backup storage 6} .Rrsggx:ry
Worldwide data centers COUNTRY HIPAA IS027001  1S09001 NIST800-53 Pcipss ~ SOC|TYPE SOC2TYPE
Back up datain our private Australia
cloud with no additional price. )
Belgium
Keep data in region with data centers Brazil
located across five continents.
Canada
ISO 27001, ISO 9001, and/or
e . . Denmark
other certifications depending
on your chosen data center. France
Simplify your billing and support by Germany
standardizing to one vendor for your Italy
backup and cloud storage needs. Netherlands
Included at no additional cost. Norway
No need to buy or manage local S Africa
data storage for your backups. '
Spain
Sweden
Switzerland
UK
USA

** Other location-specific certifications exist; the table above contains the most requested.
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N-ABLE Cove
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Cloud-native data

protection as a service

With Cove, backup and recovery just works.
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Learn more Try it free

n-able.com/products/cove-data-protection
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This document is provided for informational purposes only and should not be relied upon as legal advice. N-able makes no
warranty, express or implied, or assumes any legal liability or responsibility for the information contained herein, including

for the accuracy, completeness, or usefulness of any information contained herein.
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